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ltaly’s DPA issues guidance whilst
waiting for GDPR implementing Bill

The Garante’s guidance deals with data portability, data protection officers and the lead
supervisory authority. Matteo Colombo reports from Milan on other aspects of the guidance.

n Italy, the Garante, the Data Pro-
Itection Authority, has for months

been working to issue guidance on
the new rules under the General Data
Protection Regulation (Regulation
(EU) 2016/679) (“GDPR”). But we are
only at the beginning of a long march

that will go beyond the fateful date of

25 May 2018.
Guidelines were published in July
together  with  infographics and

brochures which explain the new rules
to the public and private sectors.!

The documents include recommen-
dations on how to interpret the GDPR
as well as recommendations for good
practice. On consent of the data sub-
ject, the Garante specifies that, if col-
lected before 25 May 2018, it remains
valid if it fulfills all the requirements in
Art. 6 GDPR (explicit consent for sen-
sitive data and automated decision-
making). Otherwise, it is advised to re-
collect the consent of the parties
concerned as required by the Regula-
tion, if an organisation wants to con-
tinue to use consent as its legal basis.

Consent may not necessarily be
“documented in writing” nor in “writ-
ten form”, even if this is a way to
ensure that consent is unambiguous
and freely given and “explicit” for spe-
cial categories of personal data. Where
processing is based on consent, con-

replying to Subject Access Requests.
The deadline of one month for
informing the data subject is clear,
and it should be noted that Article 14,
paragraph 3, states that information
must be provided within a reasonable
period after obtaining the personal
data, but at the latest within one
month.

Response to a data subject must be
written (can be in electronic form) by
default, and the data controllers can
allow data subjects to consult their
personal data directly, remotely and
securely.

Regarding the record of process-
ing activities, the Garante specifies
that it is not merely a formal fulfill-
ment but an integral part of a proper
personal data management system
and accountability. For this reason,
all data controllers and data proces-
sors are invited, irrespective of the
size of the organization, to take the
necessary steps to equip themselves
with this record. They must carry out
a thorough examination of the pro-
cessing activities performed and their
respective  features, where not
already done. The Garante is consid-
ering making available on its site a
template for making a Record of Pro-
cessing activities, which individual
data controllers can integrate in

Unfortunately, activity on adapting
[taly’s national law to the GDPR

has slowed down.

trollers must be able to demonstrate
that data subjects have consented to
processing of their personal data (Arti-
cle 7.1). With regard to information to
be provided to data subjects, data con-
trollers should verify compliance of
current privacy notices. Internal orga-
nizational measures must be taken to
ensure compliance with the timing of

appropriate ways.

In case of a data breach, it is rec-
ommended that all data controllers
always document the violations of
personal data that have been suffered,
even if not notified to the control
authority and not communicated to
the data subject, as well as the rele-

vant circumstances, consequences,

and measures adopted.

TIMETABLE IN ITALY

Unfortunately, activity on adapting
Italy’s national law to the GDPR has
slowed down and there is a risk that
the rule will be postponed until after
the general election scheduled for
Spring 2018. But we very much hope
that the legislator will understand the
importance of having clear rules before
the application of the GDPR.

The Law on European Delegation
2016-2017 (Law No. 163/2017) was
published on 6 November 2017 in the
Official Gazette of the Italian Republic.
Article 13 of the Law delegates to the
Government competence to adopt,
within six months from the Law’s entry
into force on 21 November 2017, one
or more legislative decrees which aim
to adapt the national legal framework
to the GDPR (Regulation (EU)
2016/679).

In particular, the Law states that the
expected  to
expressly repeal the incompatible pro-

Government will be

visions of the Personal Data Protection
Code, Decree  No.
196/2003, and adapt the remaining ones
to the GDPR.
Further, the
expected to empower the Garante to

Legislative

Government 1S

issue specific implementing decisions
where appropriate, and review the
provision and

criminal  penalties

administrative penalties provisions for
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Australia’s mandatory breach
notification regime imminent

A notification duty will apply, from February 2018, to all private sector
and not-for-profit organisations with an annual turnover of more than
A$3 million. By Elizabeth Coombs and Sean McLaughlan.

rom 22 February 2018, Aus-
Ftralian Federal Government
agencies and private businesses
(including not-for-profit organisa-
tions) with an annual turnover of A$3
million or more, or that trade in per-

sonal information, will be required to
comply with the Notifiable Data

Breaches (NDB) scheme.! The pro-
tection of personal information is
familiar territory internationally but
not as familiar in Australia where the
right to privacy is not recognised in
the Constitution, not enshrined in a

Continued onlp.3|
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Questioning ‘adequacy’— Japan
An EU adequacy decision for Japan is expected in 2018.
Graham Greenleaf analyses what the remaining challenges are.

ssessments by the European
Commission of whether
non-EU countries provide

an “adequate” level of data protec-
tion so as to enable a positive EU
decision! under Article 25 of the
1995 Data Protection Directive
« b »

(“adequacy  decisions”)  usually
receive little discussion while the
process is underway. It is often not

until the near-final stage of decision-
making, when the Article 29 Work-
ing Party (A29WP) of Data Protec-
tion Commissioners gives an
Opinion on whether it supports a
positive assessment by the Commis-
sion, that it even becomes public
knowledge that an assessment is

Continued onlp.6
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Adequacy is a fluid concept

As we were going to print, the EU Article 29 DP Working Party
published a working document on its adequacy referential. This
document will be continuously reviewed and if necessary updated

in the coming years, based on the practical experience gained
through the application of the GDPR. The EU Commission is
now actively negotiating with South Korea and Japan, the latter of
h is expected to receive an adequacy determination in 2018
. Next it might be the United Kingdom’s turn — a different
situation altogether but perhaps not any easier, given the direction
of travel in the UK.

Australia’s mandatory data breach notification regime will be in
force from February (p.T), and China has adopted a new Personal
Information Standard (p.25). Other Asian developments include
practical experience with mediation both in South Korea and
Hong Kong. We have been very fortunate to speak to both
countries’ regulators when in Hong Kong (p.20 and p.22).

With regard to the EU GDPR, only Germany and Austria have so
far adopted implementing laws. Italy’s DPA fas 1§sued guidance
whilst waiting for a GDPR implementing Bill (p.12), and Finland’s

working group is still considering several issues (p.13). In Spain,
there is a data protection bill but many changes are expected (p.14).

Meanwhile the EU DPAs have threatened legal action to come
next May unless the EU-US Privacy Shield is improved (p.17). The
other 11 adequacy agreements are also being reviewed — the EU is
asking for clarifications on their privacy safeguards. This
assessment applies, for example, to Guernsey, which has just
adopted a new law (p.21).

Something that throws the principle of defining a data controller
back to the drawing board is blockchain. Read on p.18 about the
other data protection issues which are related to Distributed
Ledger Technology, of which the most prominent example is
Bitcoin, the crypto currency.

Laura Linkomies, Editor
PRIVACY LAWS & BUSINESS
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